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X-Amz—Cre

dential  SUring

)é*Am z—Dat String

X-Amz—-Sign

ature String

X—-Amz—-Sign

edHeaders String

DryRun Boolean

o 7Bl

K& ANHE

% (HTELETIR
i date headerd' 16°F%F
T E D

7 64 F1F
= AHiE
% KT

https://kkms. region. api.ksyun. com/?
Action=ListUsers&Version=2016-03-04
&X-Amz—Algorithm=AWS4-HMAC-SHA256

&X-Amz—Credential=AKLTGoOpHK-EQWiDZWTSBS112Q%2F20160914%2Fcn—bei jing—6%2Fiam%2Faws4 request

&X-Amz-Date=20160914T1149027
&X-Amz-SignedHeaders=host

&X-Amz—Signature=8816284257863dedfc350da05d19d07f76cca622¢93b829fbce26cla7bd3da39

&ELE RS

iR [ 25
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60304T120000Z

1633 il 2 i 2
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VA FH 2D

xml A% R ]

=G RS >

L% FR+Response>
<{ResponseMetadata>

<{RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>

<{/ResponseMetadata>
==& Al 5 R HHE >

/¥4 FR+Response>

jsont A

{

“RequestId”: “4C467B38-3910-447D-87BC-AC049166F216”

/%I [ 5 R H e /
}

GBS
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R, FFPEftRequestld, DAMEIRATTRBRA: 46 A7 1 In)

xm 4% 2

=R RS >
{ErrorResponse>

{Requestld>eleaclb3-1f35-44ba-abd4-7c4b7a9859f3</Requestld>
I==3R [l B AR B>

<Error>

=R K->

{Type>Sender</Type>

RS>

{Code>InvalidParameterValue</Code>

A——HERE R
{Message>An invalid or out-of-range value was supplied for the input parameter PathPrefix.</Message>

<{/Error>
<{/ErrorResponse>
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jsontt i
{
“Requestld”: 768093a99-2f63-4f39-8f70-3047ab8ech5b”,
“"Error”: {
“Type”: ”Sender”,
“Code”: ”InvalidParameterValue”,
“"Message”: “An invalid or out-of-range value was supplied for the input parameter PathPrefix.”
}
}
\ YEL
o~ FL e R
. .
i . HTTP R S (E
ﬁiﬂtﬂ( iR B (Message) i R R GE SO
MissingAut
henticatio Request is missing 'Host’ header. 403 1&>Kheader ik /bHost
nToken
MissingAut
henticatio Request is missing Authentication Token. 403 1 3Rheader AR/ DA iIF token
nToken
MissingAut
henticatio %s not in Http Header. 403 %sANfEHttp header
nToken
SignatureD Host’ must be a ’SignedHeader’ in the Author
oesNotMat . .. g 403 1 R KSignedHeader 11 A AL S Ho st
ch 1zation.
SignatureD Credential should be scoped with a valid ter K Authorization headerd ff] “Credential ”
oesNotMat . o ) L0 403 WA ”
ch minator: aws4 request , not: %s. KEDDZE “awsd request
iéi%iﬁf;? Credential should be scoped to a valid regi 103 iE3RAuthorization headerd ff] “Credential”
oh on, not:%s. i ffRegionfd B IEAL
iégs?\lit‘cﬁae‘? Credential should be scoped to correct servi 403 ifsKAuthorization headerdff] “Credential ”
ch ce: %s. HrffIService g BTG RL
SignatureD The request signature we calculated does not
oesNotMat h qh S1& {ded 403 TR PR 25 2 5 SEFR T R4S SR ILES
ch match the signature you provided.
SignatureD
oesNotMat Signature expired:%s. 403 2544 Lt 1A
ch

SignatureD Date in Credential scope does not match YYYY
oesNotMat MMDD from ISO-8601 version of date from HTT 403
ch P.

InvalidCli The security token included in the request is

entTokenld invalid. 403
ézcessDem User: %s is not authorized to perform: %s. 403

Date must be in IS0-8601 ’basic format’ . Go
Incomplet

t "%s’. See http://en.wikipedia. org/wiki/ISO 400
8601.

eSignature

Incomplet KSC query-string parameters must include %s.

eSignature Re—examine the query—string parameters. 400
Incomplet ) Sy

. Unsupported ksc "algorithm : %s. 400
eSignature
Incomplet Authorization header requires ’Credential’ p 400

eSignature arameter. Authorization=%s.

Credential must have exactly 5 slash-delimit

Incomplet ed elements, e.g. accesskeyid/date/region/se 400

&R Authorization header™dff] “Credential”
HfDate N 1% & 1508601 AKX 2, U1~ YYYYMM
DD 13

1E R P HRAL I AccessKeyIdTE AL
H % s TERUR B 1% R IR: %s

Date b HFFE1S0_8601F AR, &% http://
en. wikipedia. org/wiki/ISO 8601

THE SR EEER, ERZMFTPLIESE
” X-Amz—Algorithm “. ” X-Amz-Credential “.
” X-Amz-SignedHeaders “. ” X-Amz-Date “{g &

H i T2 4808, AWS4-HMAC-SHA256

#H3RAuthorization header P FHE A S “Credenti
al” 28

3R Authorization headertd “Credential ”
ZE/DAESILARAT 2 BRIt ER, W keyid/date

eSignature rvice/aws4 request, got: %s. /region/service/aws4 request
Incomplet . . N . . -
. Authorization header format error. 400 iR Authorization headerff% =4 1%
eSignature
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Authorization header requires existence of e
ither a ~X-Amz-Date’ or a ’Date’ header, Au 400
thorization=%s

Incomplet
eSignature

Incomplet Authorization header requires ’Signature’ pa
. . L 400
eSignature rameter. Authorization=%s

Incomplet Authorization header requires ’SignedHeaders
. ) . A 400
eSignature = parameter. Authorization=%s

Servicelna R
vailable Exception %s 500
ServiceUna Auth Service is unavailable because of an un

vailable known error, exception or failure 500

Request was rejected because it referenced a
> InnerApi’ that does not have an internal 404
service

ServicelUna
vailable

ServiceUna OpenAPI or Service is unavailable because o

vailable f an unknown error, exception or failure. 500

DryRunOper Request would have succeeded, but DryRun fla
ation g is set

412

NoSuchEnti Request was rejected because it referenced a

ty n ' InnerApi’ that does not exist. 404
Request was rejected because the request spe
ed of this openAPI is beyond the current flo 409

w control limit.

LimitExcee
ded

Inval idPa
rameterVa
lue
InvalidMet The method %s for is not valid for this web
hod service.

An invalid or out—-of-range value was supplie
. N 400
d for the input parameter %s.

400

MissingPar An value must be supplied for the input para 400
ameter meter %s.

Inval idQue
ryParamet
er

The query parameter %s is malformed or does 400
not adhere to KSC standards.

ServiceTim Internal Service is unavailable because of t 500
eout ime out.

Koy (% " B 61 1015 &)

Contents (NZ)
KeyId

o EFFKEYHIID
o KM String
o EBAGEE: &

KeyName

% P EKEY [ 44 FR
A String
RBAIEE: 2
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CreateTime

o HIZENE
e J$H:String
o EHAGY: &

Description

iER A EL> “X-Amz-Date” B{E “Date” header
==

[= Py

H3RAuthorization headerH #i/> “Signature”
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o iR
o SHY: String
o BEWEE: &

KeyState
o KEY[IRZS
e KA. String
e H%{E: Enabled | Disabled | PendingDeletion | PendingImport
° %@ﬂﬁk%l %l:

KeyUsage

o BPRIKEY, AUAT TR 0 A
o A String

o REWEE: &

o H%{E: EncryptDecrypt

Origin
2 P EKEY SRR
A String

REAHRE: &
HHAE: kms | extrnal

Bl 2 3= %
CreateKey (GIE % F I FEKEY)

Request Parameters (iFRZSHD

KeyName

o HJTEKEYHI 4R
o KA :String
o E/MAUEYE: T

Description

o L
e Z5HY: String
o RMAIGYE: 2

KeyUsage

o X EKEYII A&, AN AT F T 0k N & A g 2
o KA. String

o EMAERY: T/

e f%({&: EncryptDecrypt

Origin

o UK FKEYH KR
o KA. String
o« REWGE: 7

o HME: kms
ChargeType

KKMS {111 2 2 7Y

KA. String

BHRE:

PostPaidByDay: ##H A4, LRI E.
EEAEA: &

sz 8/15
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Response Elements (3 [A[{#)
RequestId

o 1HKID
e KA. String

Key

o KEYHIE B
o KA Key

Examples (Z41)
Sample Request (iF3K)

http://kkms. api. ksyun. com?Action=CreateKey&Version=2016-03-04
&KeyName=testl11

&KeyUsage=EncryptDecrypt&Origin=kms
&ChargeType=PostPaidByDay

Sample Response (iR[A])

{response>
<{RequestId>abaaf74a-179c-4d4c-8cce-6c6b86167565</RequestId>
<{Key>

<{KeyId>0Okes2r8k-vbse-87pj—icck—quicao8vubi7</Keyld>
<{KeyName>test111</KeyName>
{CreateTime>2018-10-12 13:43:52</CreateTime>
{Description></Description>
<{KeyState>Enabled</KeyState>
<{KeyUsage>EncryptDecrypt<{/KeyUsage>
<Origin>kms</Origin>
</Key>
{/response>

Y. 3
Tl I = %5 4
DeleteKey (B FH /7 Y1 FKey)
Request Parameters (iFRZSHD
KeyId

o B FKEYRIID

o KM String

o MY &
Response Elements (iR [E[{H)

RequestId

o 1HKID
o KA. String

Samples (Z&1)
Sample Request (iF3K)

http://kkms. api. ksyun. com?Action=DeleteKey&Version=2016-03-04
&KeyId=rdmdt08v—qumh-20dd-t45k-7h8solbqgintm

= 9/15
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Sample Response (JR[A])

{response>
<{RequestId>536f3952-a19d-49b2-ae5b—f57f66607053</RequestId>
<Key>

<{KeyId>rdmdt08v—-qumh-20dd—-t45k-7h8solbqintm</KeyId>
<KeyName>1 rdmdt08v-qumh-20dd-t45k-7h8so1lbqintm</KeyName>
{CreateTime>2018-10-11 20:44:10</CreateTime>
{Description></Description>

<KeyState>Disabled</KeyState>
<{KeyUsage>EncryptDecrypt{/KeyUsage>

{Origin>kms</Origin>

</Key>
{/response>

B =

ModifyKey (B2 ' £ Key)

Request Parameters (GiFRZSHD)

KeyId

o EFEKEYHIID
e J$H:String
o EMAELY: 5

KeyName

% 1 EKEY 1 44 7R
KA String

EEAEA: &
A E: ksc cmk

Description

o &iE
e J5HY: String
o EHRMEAE: &

Response Elements (iR [E[{&)

RequestlId

e iERID
KA. String

Key

e KEYHI{E S
o KM Key

Examples (ZH])

Sample Request (iF3K)

http://kkms. api.ksyun. com/?Action=ModifyKey&Version=2016-03-04
&KeyId=ajop6hf4-mcd3—-pej3-v9i9-rq85hd4a2dojs
&KeyName=mosified

Sample Response (iR[A])

{response>
<{RequestId>3d16b7ca-4aa7-48ff-a97c-5ed929462c67</RequestId>
<Key>

<{Keyld>ajop6hf4-mcd3-pej3-v9i9-rq85hd4a2dojs</Keyld>
<{KeyName>mosified</KeyName>

{CreateTime>2018-10-09 20:15:39</CreateTime>
{Description></Description>

g
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<{KeyState>Enabled</KeyState>
<{KeyUsage>EncryptDecrypt<{/KeyUsage>
<Origin>kms</Origin>
</Key>
{/response>

B EEHRS
ModifyKeyState (B /" EKey HARZ)
Request Parameters (iFRZHD
KeyId

o %%/ EKEYHIID

e J5AY:String
o« REWTHE: B

KeyState
o KEYHPIRE
e J$H: String
o H%{H: Enabled | Disabled
o REWEE: &

Response Elements (3R [A[{E)
RequestId

e iHRID
o KA. String

Key

e KEYHIfE R
o 2B Key

Examples (ZFH])

Sample Request (3F3K)

http://kkms. api.ksyun. com?Action=ModifyKeyState&Version=2016-03-04
&KeyId=ajOp6hf4-mcd3-pe j3-v9i9-rq85hd4a2do js
&KeyState=Disabled

Sample Response (iR[A])

{response>
{RequestId>de2417ec—1e7b-4758-bf14-03a9cb5b7f77</RequestId>
<{Key>

{Keyld>ajOp6hf4-mcd3-pej3-v9i9-rq85h4a2do js</Keyld>
<{KeyName>mosified</KeyName>
{CreateTime>2018-10-09 20:15:39</CreateTime>
{Description></Description>
<{KeyState>Disabled</KeyState>
<{KeyUsage>EncryptDecrypt<{/KeyUsage>
<Origin>kms</Origin>
</Key>
{/response>

&) % H
DescribeKeys (& #) 7 FKey)

Request Parameters (iFRZSHD

KeyId.N

= 11/15
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% J1EKEY 1D

KM - String

EEAEE: &

BRAME: BRI KEY SR

Response Elements (iR [E[{E)
RequestId

e iERID
e J5HY: String

KeySet

o KEYHIE R
o K. Key List

Examples (ZH1])

Sample Request (iF3K)

http://kkms. api. ksyun. com?Action=DescribeKeys&Version=2016-03-04

Sample Response (ix[a])

{response>

<{RequestId>5b9e060f-87bb-494b-af62-13a493033923</RequestId>

<KeySet>
<dtem>

<{KeyId>ajOp6hf4-mcd3-pej3-v9i9-rq85hda2do js</Keyld>

<{KeyName>test</KeyName>

{CreateTime>2018-10-09 20:15:39</CreateTime>

<{Description></Description>

<{KeyState>Disabled</KeyState>
<{KeyUsage>EncryptDecrypt<{/KeyUsage>

<Origin>kms</Origin>
</item>
<item>

<{KeyId>rdmdt08v-qumh-20dd-t45k-7h8solbqintm</KeyId>

<{KeyName>1</KeyName>

{CreateTime>2018-10-11 20:44:10</CreateTime>

<{Description></Description>

{KeyState>Enabled</KeyState>
<{KeyUsage>EncryptDecrypt<{/KeyUsage>

<Origin>kms</Origin>
<{/item>
<{/KeySet>
{/response>

Jn

Encrypt ( n%)

{FF & P R340 (CMK) 15 BE SN2 Rl 2% 5

Request Parameters (iF:RSHD
KeyId

o X JEKEYRIID

o KA String

o EMUELYE: B

Plaintext

WISCHE, e KA L4096

e 2’ :Baseb64-encoded binary data object

RETRAERE: &

ez
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Response Elements (i [A/{#)
RequestId

o 1HKID
e KA. String

CiphertextBlob

o ESCHE
o K#:Base64—encoded binary data object
° 5%%§ﬁ15%%51 %§

KeyId

o I EKEYHIID

o KA String

o BHEAGYE: &
Examples (Z&41)
Sample Request (iF3K)

http://kkms. api.ksyun. com?Action=Encrypt&Version=2016-03-04
&KeyId=ajOp6hf4-mcd3-pe j3-v9i9-rq85hd4a2dojs
&Plaintext=aaaa

Sample Response (iR[A])

{response>
<{RequestId>dff2ff24-555f-4209-aa2a-c19b0f92e551</RequestId>
{CiphertextBlob>/KhaumND4qw/V/LAfk04aQ==</CiphertextBlob>
<{Keyld>ajOp6hf4-mcd3-pej3-v9i9-rq85h4a2dojs</Keyld>

{/response>

i 85
Decrypt (f& %)
WA
Request Parameters (iFRZSHD
KeyId

o ) EKEYHIID

e J5AY:String

o REEWGRE:
CiphertextBlob

o KR
e kM :Baseb4-encoded binary data object
o MY &

Response Elements (iR [A[{E)

RequestId

o 1HKID
o ZBAI: String

Keyld

o I EKEYIID

o ZBAU:String

Sl 13/15
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o RETHA: T
Plaintext

o WISCHURE, R KEAHIT4096
o 5% :Base64-encoded binary data object
o EHRWHAE: B

Examples (ZHi)

Sample Request (iF3K)

http://kkms. api.ksyun. com?Action=Decrypt&Version=2016-03-04
&KeyId=ajOp6hf4-mcd3-pe j3-v9i9-rq85hd4a2dojs
&CiphertextBlob=/KhaumND4qw/V/LAfk04aQ==

Sample Response (iR[A])

{response>

<{RequestId>f30e5dde-dldc—-4fbb-87f0-1a81b6bce454</Requestld>

{Plaintext>aaaa</Plaintext>
<{KeyId>ajOp6hf4-mcd3-pej3-v9i9-rq85h4a2do js</KeyIld>
<{/response>

1] 38 B4k %
GenerateDataKey (£l & £ 45 % 4H)
Request Parameters (iFsRSHD)
KeyId

o ZJTEKEYHID

o KA String

o EHAGRE:
KeySpec
KM :String

HRE: AES256 | AES128
REAEE: &

NumberOfBytes

HAERINZ %4 (DataKey) MIKE. {4 FHAES1284 B 128 W k35 4H, BRAES2564E AR 25617 % #i 25 £H

o DataKeyHIKENTI. Flln, fHHE64ERS1200, FE (6473 A51200) o ST ARBEHEHKE (12861 F1256 L X FR

B0, IRATTEE U AS FHKEYSPECT B, T A2 FH Ik s 7 BR o

o KM Integer

o A[HUMH: 1-1024

o SEMAEE: T/
Response Elements (iR [E[{E)
RequestId

o 1HKID
o KA. String

KeyId
o %1 EKEYHIID
o KA String

o REAEE: &

Plaintext
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e DataKey [ SCHE, &% KEA#EIT1096
e 27U :Base64-encoded binary data object

o BEWEE: &
CiphertextBlob

o DataKey N 5 1% SC 54
o 5#HY:Base64-encoded binary data object
° 5%%§ﬁT$R%§Z %5

Examples (Z1)
Sample Request (i&F3K)

http://kkms. api.ksyun. com?Action=GenerateDataKey&Version=2016-03-04
&KeyId=ajOp6hf4-mcd3-pe j3-v9i9-rq85hda2dojs
&KeySpec=AES128&Number(OfBytes=64

Sample Response (iR[A])

{response>
<{RequestId>e43b83dd-a976-46c0-88c2-b33a81a995f1</RequestId>
<{KeyId>ajop6hf4-mcd3-pe j3-v9i9-rq85hd4a2dojs</Keyld>
<{Plantext>EwosolA1Y0aMcfn76bl6kw==</Plantext>
{CiphertextBlob>0wSpTUgACpNvuEEZr9ANSQ==</CiphertextBlob>

{/response>
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